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1. Introduction

There is increasing interest in performing general-purpose com-
putations on GPUs such as the CUDA architecture [2]. Unfortu-

nately, programs on parallel architectures are prone to subtle cor-
r

rectness bugs caused by data races and incorrect exploration of pal
allelism. Traditional testing methods tend to miss bugs as they can-
not guarantee examining all relevant thread interleavings. Explicit

state model checking assumes concrete input values, again limit-
ing coverage, as it is expensive to obtain a sufficient set of concrete

program input values.

We present a preliminary automated verifier based on mechan-

ical decision procedures which is able to prove functional correct-
ness of CUDA programs and guarantee (modulo reasonable as

sumptions) to detect bugs such races. We first encode the concur

rent behavior of multiple threads to a constraint formula contain-
ing symbolic variables. We then send this formula to the Yices [3]
solver for satisfiability check to determine whether the correctness
is ensured or a bug is found. Our encoding ensuresalhabssi-

ble input values and thread interleaviage consideredlbeit in a
symbolic mannerTo mitigate interleaving explosion, we employ a
symbolic partial order reduction (POR) technique.

1.1 Related Work
An instrumentation based technique [1] is reported to find races

and shared memory bank conflicts. However, they assume con- e

crete inputs values, and only explore one thread interleaving. A
determinismi(e. no races) checking tool [5] constructs constraints
from an automaton without considering the communicatiesq.(
value passing) among threads. In contrast, our tool works on con-
trol flow graphs; and models communicating (and even interfering)
programs while deduce non-interference statically. It is trivial to
apply our method to check equivalence of two Cuda programs as it
suffices to conjunct the two models and compare the outputs.
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1.2 CUDA Programming Model

CUDA extends C by allowing the programmer to define C func-
tions, called kernels, that, when called, are executetimes in
parallel byN different CUDA threads. Each of the threads that exe-
cute a kernel is given a unique thread ID that is accessible within the
kernel through the built-inhreadIdz variable — a 3-dimensional
vector indexing ahread block A block contains multiple concur-
rent threads cooperating through shared memory and synchronizat-
ing by calling the barrier function_syncthreads(). Threads in
different blocks will not synchronize by the barrier.

2. Symbolic Verifier

SAT-based Bounded Model Checking (BMC) is one of the lead-
ing techniques for model checking systems. It constructs a propo-
sitional formula enumerating all possible executions of length k.
That s, the system behavior is modeled by a propositional formula.
This formula along with the negation of a property to be checked
is dumped to a SAT solver for satisfiability check. If the solver
says yes, then the property is violated as witnessed by the counter
example returned by the solver. A representative BMC approach,

C-Bounded Model Checking (CBMC) [7], translates a C program

with no loops or function calls into single assignment form (SSA
form). It is extended to TCBMC [8] that handles multi-threaded C
programs by bounding the number of context switches.

Our method also translates the program into a bounded program
by unrolling the loops to the given bound and inlining functions.
However, our method differs from TCBMC and other traditional
methods in:

e We target CUDA programs which feature different synchro-
nization mechanisms such as using barriers instead of locks and
mutexes.

We use an SMT solver instead of SAT solvers so as to handle
arrays, uninterpreted functions, etc. In contrast, TCBMC relies
on SAT solvers and assumes no arrays and other compound data
structures, thus it needs to preprocess the source program by
instantiating each possible value for an array index.

e We keep the program’s control flow structure rather than flat-
tening the program and guarding each statement with its path
condition. We also generate much simpler constraints. For in-
stance, for each shared variable read, TCBMC builds a con-
straint of sizeO(n. x n.), wheren,, is the number of blocks
writing this variable andq, the number of threads; while our

method generates only a simple array assignment.
e We apply a POR technique to reduce redundant interleavings
based on the fact that Cuda programs are well synchronized.
2.1 Generic Modeling

The execution of a concurrent program is scheduler dependent.
Suppose threads andt, perform the following accesses on a



shared variablé, where each access is superscripted by the thread update.
id and subscripted by its position (e.g. line number) in the con-

trol flow. Depending on the execution order of the three writés, Pleropez) = T(er)op F(lez( ) it v is a local variable
value read b)tl could bez, y or z, which result from schedules Tvime) = { pese»=71¢ g
(RO kS Y, (kDRI RE K2 Y and (kDT kLY k62 K12 ) respec- UlVgere(v)] = ['(€)  otherwise
tlvely A comprellﬁenswe “model should entimerate all these three I'(v) - Veur(v) if vis a local variable
possibilities. [v) e (] Otherwise
thread 1 thread 2
B = k2 =y Handling Control Flow. The SSA indices of the variables up-
readkll; kL2 = z; dated in the two clauses of a branch statemént then blk; else

blk2" should be synchronized so that subsequent statements have
The main idea of modeling concurrent executions is to associate a consistent view of their values. The following example gives an
with each shared variable access a schedule id (Sld), which indi-illustration: s = i is added into the first clause so that laterign
cates its timestamp (step) in a schedule. The Slid set in the aboves invisible and only variablé; will be referred.
example is(ki!, k%2, kil ki2}; expressionk[k}] givesk's value at ite(c, io = e1, i3 — e2) becomes
stepk}. An ordering of Slds constitutes a schedule. The follow- ite(c: iy = 317 AS i3 = 42, i3 = e2)
ing ordering gives a possible schedule, where the read gets value o . ) .
y. Note that this read dt'> get the previous (written) value from ~ SUcCh synchronization is done at the join node by inserting the
E[k!> —1]. A set of schedules can be specified by a constraint on the following formula intoI'(blk: ) (and similarly tol'(blk»)), where

orders. Clearly permuting these Slds{an. . .. 4} will generate all cur(blk,v) returnsv’s last SSA index irblk. For instance, in the

B t t H - wEn
ossible schedules; and constraitit < k!> allows only one order. ~ 9\V€N examples, = s, is added into the first clause of the "if
P fit < k3 y statement, angs = ji A k[k}] = k[k} — 1] the second clause.

KU =1 A K2 =2 A KL =3 A k2 =4 Consequently, only5 will be referred in subsequent statements.

i =wv; for i=cur(blki,v), j = cur(blky, h thati < j
Now we show how to generate models for CUDA programs. We vi =vi for i=cur(blki,v), j = cur(blkz,v) such that < j
show below a simple CUDA kernel and the generated constraint.
The variables in a threadare superscripted by expression &

(i — z) denotes the update of arrayoy setting the element ato Constraining Schedules. An assignment to the Slds of a shared
x; andite stands for if then else”. variable determines a concurrent execution over the threads with
respect to this variable. Supposed thereraraccesses, we assign
--global__ kernel (unsigned int* k) { 0,---,m — 1 to their Slds with respect to the program order in
unsigned int s[2][3] = {{0,1,2},{3,4,5}}; each thread. A shared barrier has only one Sid among all threads.
Eﬁ;gi:g iit j - EEli’]ea‘fI‘ibf'x’ Given threads,, - - - , t,,, predicateDRDER(¢1, - - - , t,,) constrains
if (3 < 3) ’ the assignments by requiring:
1{ k[i] = s[3Il0]; j =i+ 35} e The program order must be respected in each thread.
else
s[1][j && 0x11] = k[i] * j; e All Slds are natural numbers less thanx n., + ny, whereng,
__syncthreads(); n, andn, are the numbers of threads, accesses in each thread
k[j] = s[21[1] + j; and barriers respectively.
} e All Slds have distinct values. This is enforced by introduced a
functionrank that mapsS7d, andSId, to different values for
SId SId>. Note that, for anyf, impliess
TRANS(t) = 1 # Sldy ¥, f (i) # f(j) impliesi # j.

st[0] =i € {0,1,2}.4 A 31[1} =Xi€{0,1,2}.i +3) A A valid schedule of the given example for two threads is:

it=t A gt 7k[6][ | =it A t t to to to
) ) G k' =0 A k' =1 Ak2=2AK?2=3Ak?=4A
te(jt < 3, klkt] = k’[k’t 16 (] > sG] A g5 = + 5t WA Z5 A baro—6 A K =7 A K =8
A 35 = s1 0= 32 = o=
sé = 81 ([ll[Jlt#Owll} > k[RS][ET] % 1) A
g5 =Ji A klki] = k[k] —1]) Checking Properties. In order to detect races we record dnd
klbaro] = ’“t[b‘“”o A . the thread id of an access. Thed is set to L at barriers. At
klkg] = klkg] W ([j2] — s3[2][1] + jz) each write access with Sidve check whether the previous access
operates on the same address as well as is from other threads:
TRANs(tl,... vtn) = Aici1,n TRANS(;) aid[i — 1] ¢ {t, L}. If yes then a race is found. For example,
ORDER(t ) = ’ we give below the access ids and access types (R for read and W
1o stn) = for write) of the above schedule. The first two writes are preceded
D Avepun (kG < {k k}<bam<k) o / - b
( i€[1,n] 15 by accesses from the same thread; the third by a barrier; and the
(2) baro <1 A Nicping, jejos(ky' < 1) wherel = 4n + 1. fourth by a write to a different addresg‘{ # j'2). Hence no
(3) rank(baro) =0 A Ascpin), je0,3] (rank(k ) = 4i+3) race is found for this schedule. As our encoding guarantees that all

valid schedules are investigated, a race exhibiting in any particular

Logical formula are built according to a topological order of the  Schedule will not be missed.
nodes in the CFG. During this process, SSA indexes are assigned Sid: k' k' k(2 K2 K2 kb baro kP K

to variables; Slds are created for shared variable accesses. type: Ri Wi Ri¢ Wi Ri Ri Wi Wiy
aid : t1 t1 to to to t1 1 to t1

Converting Basic Statements. The followingI" constructs a log- Users can specify the properties to be checked using.etiime

ical formula from single statements and expressions, whexe and guarantee directives. If a preconditiomssume(P) and a

andcur return the next and the current SSA indices of a variable re- postconditionguarantee(Q) are specified, formula® A -Q is
spectively. Note that each shared variable access is associated wittadded into the constraint. For example, we can specify the correct-
its Sld. A write to an array variable is actually modeled as an array ness of the bitonic sort program over four threads as follows:



__global__ bitonic (int vals[]) {...} htp2.5cm

void guarantee () 1

{assert(vals[t]<vals[t+1]<vals[t+2]<vals[t+3]);} \1;1 0
p =
In practice, when a correctness property is to be checked, the write k[i]; / \i
race detection can be disabled even for race sensitive programs bar 51
since it is examined implicitlye.g.races may lead to the violation -p1 ' bar 52
of the property. . “ /
—-P1
2.2 Incremental Modeling with Partial Order Reduction ‘/Dli ZS;
ar
The method presented in section 2.1 is designed to be generic, 54
e.g. even unstructed and interfering programs can be modeled (@ (b)
and checked. For example, each thread may execute statement
atomicAdd(k, 1) for counting, the order of executions doesn't Figure 1. Example CFGs.

matter; and races on shared variabl@ill not affect the correct-
ness of the program.

On the other hand, this method may suffer from the performance the transition constraint upto statement 4:
problem due to the possibility of exploring too many schedules. _ . 4
In practice users may assume certain patterns on CUDA programs TRANS(f1,12)4 = Tf‘ANS(tlvtf)Q A /t\te{tl,tz}t(F(el) = k[0][51])
such as shared variable accesses are non-interfering and threads / k[1] = k[0] @ (j;' — T'(e3')) & (4;* = I'(e5?))
synchronize in a specific manner. This allows room for perfor- |f we remove the barrier at stateménthen the second Bl includes
mance improvement using reduction techniques. statementwrite i*. Expressionji = 7 is satisfiable sincé may be

Partial order reduction (POR) exploits the commutativity of itten a value equal tg'" or ji. In fact this conflict is reduced to
concurrent transitions to prune redundant interleavings. Specifi- the conflict oni at statement8 and6, which will be caught in the
cally, if i1, - - - , i, are evaluated to distinct memory addresses, then pext step that performs check an
accesses' [i1],-- - ,v"" [in] arenon-conflictingand it suffices to The key point here is to build the constraints following the
examine one arbitrary interleaving of them. The key of our POR  nrogram order without considering interleavings. A race depending
method is to identify and sequentialize non-conflicting accesses. sogn schedules will be reduced to another race that can be found
that only one interleaving is investigated. Given an accedg'at  without thread interleavings. In the above example, althdtjgh]
writing address:}", for another access it§2 that writes or reads  and k[:*2] may conflict in a schedule whenerite ‘2 occurs
addressii?, if t1 # t2 A al! = a2 is unsatisfiable then these ad- before the writek[j], this conflict is actually reduced to the
dresses do not overlap and the accesses are non-conflicting. In thionflict on: that can be identified in the program order.
case we may specify an order in whigh' happens befor@?; If all the shared variable accesses within a Bl are proven to
or, as a simplification, remove[k‘?] and have the second access D€ non-conflicting, then, as indicated by Theorem 2.1, the conflict
reusek[kfl} by settingk? _ kﬁl. In the above example, the first graph (obtained by inserting conflicting edge into the CFG) is

three accesses foare non-conflicting because their addresses are acyclic and the entire Bl is race free.
the thread idt. For more complicated programs the challenge is to

; Theorem 2.1.(Sequentializibility) Within a barrier interval, if
determine the values af' anda’. (Seq )

each pair of accesses, at least one of which is a write, is proven
to be non-conflicting with respect to the program order, then the

2.3 Barrier Interval entire interval is race free and can be sequentialized.
CUDA intra-block thread executions exhibit a regular pattern: o ) )
{t1, -+ ,tn} execute— barrier — {t;,--- ,t,} execute— ---. Proof Sketch.We say that an expressionsshedule independeifit

Since an access before a barrier will never conflict with an ac- its value is irrelevant to the schedules. Consider two accesses with
cess after this barrier, we may focus on the accesses between twaddresses andj respectively on the same shared variable. If nei-
consecutive barriers (so calledvarrier interval or Bl). If the ac- ~ theri nor j is dependent (control-dependent and data-dependent)
cesses in a Bl are non-conflicting, we build a transition constraint o 3 shared variable, then obviously expressioa j is sched-

by sequentializing them; then we move to the next Bl. To improve o independent. Otherwise, suppaser j depends on a shared

erformance, we utilize Yices®cremental SMT solvingacilit . : : AL .
Phat reuses existing conflict clauses in the context Whiepl"l ch);cking variablek, if the accesses % 1S non-conflictingj.e. k is schedule
new expressions. As an illustration we consider the following pro- independent, then clearly= ; is schedule independent as well.
gram where shared variables are marked with a hat for readability. Thus the checking is reduced to examininglf all accesses are
shown to be non-conflicting, then they are schedule independent.

1: jt:=%t+¢t+1; 2: _synthreads 3: e; :Et[it};

4: K5t = eq; 5: _synthreads 6 : write it 2.4 Conditional Barrier
Let's consider the case of two threatls and t2. The first Bl To facilitate symbolic analysis we maintain path conditions on the
consists of statement 1. Since there is no writg taccessesif! | edges. Path conditions are taken into consideration when addresses
andi[ig?] are non-conflicting and can be setif0], i.e. both of their are compared. Consider for example the CFG in Figure 1.a, formula
Slds are). The transition upto statement 2 is: it = qt2 A pit A pl2 is established when checking whether

accesses][i] conflict.

oty ty
TRANS(f1,t2)2 = ji" = (0] + 61 +1 A 5p” =i[0] + 12 +1 Many CUDA programs are well synchronized such that Bls are

The second Bl consists of a read and a write to variablgVe easy to identify. What if a barrier is within a conditional branch?
need to determine whether their addresses may overlap for differentThis requires us to continue exploring the other branch and build-
threads. GiVerTRANS(t1,t2)2 A t1 # ta, expressioni = i[0] is ing constraints until encountering another barrier. For the CFG in

unsatisfiable fot € {t,t2}, sodoeg’ = j!2, hence the accesses Figure 1.a we also consider whetharite k[i] will conflict with
to k are non-conflicting. In this case we set their SIde to obtain the accesses isy.



Figure 1.b gives another illustration where the left branch con- Property Reduction Bitonic Sort
tains a barrier. Supposg is a statement containing no shared vari- n=2|n=4[n=2|n=4
able access, the conflict check includes the following expressions Correctness 046 | TO [560 | TO
(here ¢ denotes non conflicting). It may be noted that the com- Bug 035 | 240 | 1.29 | TO
parison betweenr; andss is guarded by path conditionp which Correctness (with POR) <0.1 | 2.84 | <0.1 | 3.7
indicates that; cannot be reached by threadthrough pathp’? Bug (with POR) <0.1] 0.16 | <0.1 ] 0.45

when thread; is ats. N .
! 51 We plan to address more synchronization scherags i(ter-

prrAPE = Stft% S?t prrA ﬁpti = syt b s block parallelism and CPU-GPU communication); and apply it to
it A-pt2 = 8T s St = 85 ob sy verify the compilation and optimization of CUDA programs.

which can be simplified by reusing the path conditions:
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2.5 Other Issues

Our method translates the program into a bounded program by
unrolling the loops to a certain bound. The unrolling can be done in
the incremental modeling phase. For example, given a loop guarded
by conditionp:, we first unroll it once and check the satisfiability

of p1 on the computed transition, if yes then we continue unrolling
until p; doesn't hold. Finally we get an acyclic CFG as illustrated

in Figure 1.a. To ensure preciseness we check and make sure that
the loop condition becomes false after the unrolling.

To model aliasing induced by pointers we may use a global ar-
ray to represent the shared memory. Since typical CUDA programs
exhibit very limited pointer functionality, esp. no pointer arithmetic
operations, this will not incur problems in practice.

CUDA programs are highly symmetric such that all threads
execute the same kernel parameterized by its thread id. In general
we only need to consider two threads for conflict check. In some
cases, the address of an access may depend on a value contributed
by multiple threads as illustrated below. This doesn’t bring us any
problem as we just need to add more threads when building the
model incrementally.

if p {i = a[t1] + a[t2]; } else {i = alt1] + a[t3]; }
write alif;

3. Experimental Results and Future Work

We performed preliminary experiments on a machine with an Intel
Pentium4 3.60GHz processor to check the reduction and the bitonic
sort program in CUDA SDK 2.0 Suite [2]. We use the ROSE com-
piler [4] to parse CUDA programs; the constraint generation time is
negligible. The following table shows the SMT solving time in sec-
onds. Here: denotes the number of threads; T.O denotes Time Out
(> 10 minutes). Correctness is proven for bug-free programs, and
Bug is for bugged programs obtained by removing barriers or mod-
ifying the statements intentionally to introduce bugs. Correctness
check takes longer time since the solver needs to prove unsatisfia-
bility (i.e. absence of bugs) for all cases.



